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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes to add the potential security requirements into the section 5.2.3.7.
Introduction 
This contribution proposes the potential security requirements and suggests adding these potential security requirements into the section 5.2.3.7.
Proposed pCR
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[bookmark: _Toc452659415][bookmark: _Toc452659828][bookmark: _Toc452660247][bookmark: _Toc452662395][bookmark: _Toc452966506][bookmark: _Toc452966923][bookmark: _Toc452967337][bookmark: _Toc452967750][bookmark: _Toc452970059][bookmark: _Toc453242623]5.2.3.7.1 	Key issue details
There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 
Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.
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The attacker may control a number of IoT devices by compromising the IoT server (e.g. through intrude attacks). The attacker could invoke the authentication process between IoT UEs and network repeatedly. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.
Furthermore, it is envisioned that a large number of devices (e.g. IoT devices) are expected to be supported and serviced by NextGen networks. Each of these devices may perform a full authentication procedure (e.g., EAP-AKA’) each time they connect or re-connect using different access network (e.g., non-3GPP). Such a volume of authentication requests / responses that may traverse back-and-forth between the UE and the network may cause the resources of the NextGen HSS / AuC to be exhausted thus causing a DoS scenario. 

[bookmark: _Toc452659417][bookmark: _Toc452659830][bookmark: _Toc452660249][bookmark: _Toc452662397][bookmark: _Toc452966508][bookmark: _Toc452966925][bookmark: _Toc452967339][bookmark: _Toc452967752][bookmark: _Toc452970061][bookmark: _Toc453242625]5.2.3.7.3 	Potential security requirements
The 3GPP system shall support an authentication method which is resilient to DoS attacks caused by massive number of UEs authenticating at the same time.

Editor’s note: The potential security requirements are to be further addressed.
[bookmark: OLE_LINK201][bookmark: OLE_LINK202]***	END THE CHANGES	***
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